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4.3.3.6
T6a/T6b Reference Point Requirements

The T6a and T6b reference points shall fulfil the following requirements:

-
T6a connects the SCEF to the serving MME;

-
T6b connects the SCEF to the serving SGSN;
-
supports the following functionality:

-
monitoring event configuration by the SCEF at the serving MME/SGSN;

-
monitoring event reporting by the serving MME/SGSN to the SCEF;
-
delivery of non-IP data to/from the serving MME.
4.3.3.8
T6ai/T6bi Reference Point Requirements

The T6ai and T6bi reference points shall fulfil the following requirements:

-
T6ai connects the IWK-SCEF to the serving MME;

-
T6bi connects the IWK-SCEF to the serving SGSN;

-
T6ai/T6bi support the following functionality:

-
Monitoring Event reporting by the serving MME/SGSN to the IWK-SCEF;

-
Forwarding of the Monitoring configuration information from the MME/SGSN to the IWK-SCEF;

-
Forwarding of the non-IP data delivery configuration information from the MME to the IWK-SCEF;

-
Non-IP data delivery between the serving MME and the IWK-SCEF.

4.4.5
SGSN/MME/MSC
SGSN and MME specific functionality to support the Indirect and Hybrid models of MTC includes the following:

-
SGSN terminates the T5a reference point;

-
MME terminates the T5b reference point;

-
MSC terminates the T5c reference point;

-
MME terminates the T6a reference point;

-
SGSN terminates the T6b reference point;

-
receives device trigger from MTC-IWF;

-
encapsulates device trigger information in NAS message sent to the UE used for MTC;

-
receives device trigger acknowledgement from the triggering UE;

-
reports device trigger delivery success/failure status to MTC-IWF;

-
may provide SGSN/MME congestion/load information to MTC-IWF;

-
monitoring event configuration by the SCEF; and

-
monitoring event reporting to the SCEF.

-
MME may deliver non-IP data to/from the UE from/to the SCEF.
-
MME may use the CP parameters for deriving the CN assisted eNB parameters. The CP parameters received from the HSS are used by the MME as input to derive the CN assisted eNB parameter values.

NOTE:
In this Release of the specification, T5a/b/c reference points are not specified.

4.4.9
Interworking SCEF

The Interworking SCEF (IWK-SCEF) is optional. When deployed, the IWK-SCEF is located in the VPLMN for inter-connection with the SCEF of the HPLMN. The Interworking SCEF receives the Monitoring Event Reports from the underlying entities and sends them to the SCEF. The Interworking SCEF sends the non-IP data between the MME and the SCEF.
NOTE:
In this release the only VPLMN network entities connected towards the IWK-SCEF are the MMEs and SGSNs.

The functionality of the Interworking SCEF may include the following:

-
Normalization of reports according to roaming agreement between VPLMN and HPLMN, e.g. change the location granularity (from cell level to a level appropriate for the HPLMN) of Monitoring Event Reports received from the underlying entities; and

-
Optionally, generate charging/accounting information:

-
For generation of charging/accounting information, the IWK-SCEF receives the Monitoring configuration information as well as the Monitoring Event Report from the underlying nodes;

-
For generation of charging/accounting information, the IWK-SCEF receives the non-IP data delivery configuration information as well as the non-IP data from the MME and/or SCEF.

4.5.6.1
General

The Monitoring Events feature is intended for monitoring of specific events in 3GPP system and making such monitoring events information available via the SCEF. It is comprised of means that allow the identification of the 3GPP network element suitable for configuring the specific events, the event detection, and the event reporting to the authorised users, e.g. for use by applications or logging, etc. If such an event is detected, the network might be configured to perform special actions, e.g. limit the UE access. Configuration and reporting of the following monitoring events may be supported:

-
Monitoring the association of the UE and UICC and/or new IMSI-IMEI-SV association;

-
UE reachability;

-
Location of the UE, and change in location of the UE;

NOTE 1:
Location granularity for event request, or event report, or both could be at cell level (CGI/ECGI), LA/TA/RA level, Presence Area reporting level, or other formats e.g. shapes (e.g. polygons, circles, etc.) or civic addresses (e.g. streets, districts, etc.).

-
Loss of connectivity;

-
Communication failure;

-
Roaming status (i.e. Roaming or No Roaming) of the UE, and change in roaming status of the UE; and

NOTE 2:
Roaming status means whether the UE is in HPLMN or VPLMN.

-
Number of UEs present in a geographical area;
-
Availability after DDN failure; and

-
Delivery of non-IP data.

To support monitoring features in roaming scenarios, a roaming agreement needs to be made between the HPLMN and the VPLMN. The set of capabilities required for monitoring may be accessible via different 3GPP interfaces/nodes. Selection of 3GPP interface(s) to configure/report the event is dependent on the type of the event, operator configuration, required frequency of event reporting, application provided parameters in monitoring event request, etc.

Support for Monitoring Events can be offered either via HSS, MME/SGSN (as described in clause 4.5.6.2) or via PCRF (as described in clause 4.5.6.3). Based on operator policies, it shall be possible to configure Monitoring Events such that some Monitoring Event follows procedures in clause 4.5.6.2 while another Monitoring Event follows procedures in clause 4.5.6.3. SCEF shall not enable a given Monitoring Event for the same UE via both HSS/MME/SGSN, and PCRF.

NOTE 3:
If the configuration of Monitoring Events uses signalling which was specified as part of another feature than the Monitoring feature, then the requirements on the HSS, MME/SGSN and PCRF as specified by that feature apply e.g. not to generate accounting information, not to verify SLA etc.

4.5.6.4
Charging Principles

The support of accounting functionality for Monitoring Events is optional. Depending on operator configuration the MME, SGSN, SCEF and IWK-SCEF support accounting functionality for Monitoring Events.

Accounting information shall be generated for every Monitoring Event configuration request, Monitoring Event modification request, NIDD Configuration Request, MO NIDD Indication, MT NIDD Request, and implicit or explicit Monitoring Event deletion request. The accounting information shall also be generated for Monitoring Event response messages.

NOTE 1:
The requirement to generate Accounting information applies for messages which have been defined as part of the Monitoring function e.g. Monitoring Request, Monitoring Indication.

Accounting information, e.g. number of successful Monitoring Requests, number of failed Monitoring Requests, number of Monitoring Event Reports generated due to a configured Monitoring Event, is collected by the MME, SGSN, SCEF, and IWK-SCEF for intra-operator use, and also for inter-operator settlements.

NOTE 2:
The details of the required accounting information are outside the scope of this specification.

The Monitoring Event feature shall support charging in accordance with TS 32.240 [28]. Interaction with Offline Charging systems shall be supported.

4.5.x
Non-IP Data Delivery
Functions for non-IP data delivery may be used to handle mobile originated (MO) and mobile terminated (MT) communication with UEs, where the packets used for the communication are not based on the internet protocol (IP).

The SCS/AS requests configuration of information necessary for delivery of non-IP data, i.e. the SCS/AS triggers Configuration for Non-IP Data Delivery procedure described in clause 5.x.1. This allows:
-
The MME to obtain the uplink path information (SCEF ID) and downlink path information (IMSI) associated with the SCEF Reference ID; and
-
The SCEF to obtain the uplink path information (SCS/AS Identifier) and downlink path information (Serving MME Address or IWK-SCEF ID) associated with the SCEF and SCS/AS Reference IDs.
MO/MT non-IP data can be delivered through the uplink/downlink path associated with the reference IDs.
For a given UE, non-IP data delivery (MO and MT) is only allowed between 3GPP network and a single SCEF.

5.x
Non-IP Data Delivery procedures

5.x.1
Configuration for Non-IP Data Delivery procedure
Figure 5.x.1-1 illustrates the procedure of configuring necessary information at the SCEF, the HSS, the MME, and optionally the IWK-SCEF for non-IP data delivery (NIDD). The procedure can also be used for replacing and deleting configuration information.
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Figure 5.x.1-1: Configuration for Non-IP Data Delivery procedure

1.
The SCS/AS sends an NIDD Configuration Request (External Identifier(s) or MSISDN(s), SCS/AS Identifier, SCS/AS Reference ID, Maximum Number of NIDD, NIDD Duration, NIDD Destination Address, SCS/AS Reference ID for Deletion) message to the SCEF.

NOTE 1:
A relative priority scheme for the treatment of multiple SCS/AS NIDD Configuration Requests, e.g. for deciding which requests to serve under overload condition, can be applied. This priority scheme is used locally by the SCEF, i.e. it is not used nor translated in procedures towards other functions.

2.
The SCEF stores SCS/AS Reference ID, SCS/AS Identifier, NIDD Destination Address, NIDD Duration, and Maximum Number of NIDD. The SCEF assigns an SCEF Reference ID. Based on operator policies, if either the SCS/AS is not authorized to perform this request (e.g. if the SLA does not allow for it) or the NIDD Configuration Request is malformed or the SCS/AS has exceeded its quota or rate of submitting NIDD Configuration Requests, the SCEF performs step 9 and provides a Cause value appropriately indicating the error. If the SCEF received an SCS/AS Reference ID for Deletion, the SCEF derives the related SCEF Reference ID for Deletion.
3.
The SCEF sends an NIDD Configuration Request (External Identifier or MSISDN, SCEF ID, SCEF Reference ID, Maximum Number of NIDD, NIDD Duration, SCEF Reference ID for Deletion, Chargeable Party Identifier) message to the HSS to configure necessary information for NIDD on the HSS and on the MME, if required.
4. The HSS examines the NIDD Configuration Request message, e.g. with regard to the existence of External Identifier or MSIDSN, whether any included parameters are in the range acceptable for the operator or whether the NIDD configuration that shall be deleted is valid. The HSS optionally authorizes the chargeable party identified by Chargeable Party Identifier. If this check fails the HSS follows step 8 and provides a Cause value indicating the reason for the failure condition to the SCEF.



The HSS stores the SCEF Reference ID, the SCEF ID, Maximum Number of NIDD, NIDD Duration and the SCEF Reference ID for Deletion as provided by the SCEF.

5.
The HSS sends an Insert Subscriber Data Request (SCEF ID, SCEF Reference ID, Maximum Number of NIDD, NIDD Duration, SCEF Reference ID for Deletion, Chargeable Party Identifier) message to the MME.

6.
If the MME is configured to use an IWK-SCEF for the PLMN of the SCEF, the MME sends an Inform IWK-SCEF (SCEF ID, SCEF Reference ID, Maximum Number of NIDD, NIDD Duration, SCEF Reference ID for Deletion, Chargeable Party Identifier) message to the IWK-SCEF.
NOTE 3:
In case of change in the serving MME, the new/target MME is expected to inform IWK-SCEF of the UE mobility. The details are left to Stage 3. 

Otherwise, the MME performs Step 9.
7.
The IWK-SCEF may authorize the request, e.g. if the non-IP data delivery is covered by a roaming agreement and notes the SCEF Reference ID for Deletion if available. If this authorization fails the IWK-SCEF follows step 9 and provides a Cause value indicating the reason for the failure condition to the MME. Based on operator policies, the IWK-SCEF may also reject the request due to other reasons (e.g. overload or the quota defined by an SLA has been exceeded).


If the request indicates deletion of a NIDD configuration, the IWK-SCEF shall perform any final operations necessary, e.g., generation of final charging information, delete any stored parameters, and send an acknowledgement to the MME in step 9.


If the request indicates continuous reporting (new or a modification), the IWK-SCEF may authorize the request and, if authorization is successful, stores the received parameters, sends an acknowledgement to the MME in step 9, and starts to watch for the reception of non-IP data.

8.
If the authorization is successful, the IWK-SCEF sends an Authorization from IWK-SCEF (Cause) message to MME/SGSN.

9.
The MME verifies the request, e.g. if the NIDD is covered by a roaming agreement when the request is from another PLMN or whether it serves the SCEF Reference ID for Deletion and can delete it. If this check fails the MME follows step 10 and provides a Cause value indicating the reason for the failure condition to the SCEF. Based on operator policies, the MME may also reject the request due to other reasons (e.g. overload or HSS has exceeded its quota or rate of submitting NIDD Configuration Requests defined by an SLA).


The MME stores the received parameters in Step 5 and the IWK-SCEF ID, if available, in the MM context and starts to watch for the indicated NIDD from the UE unless it is a One-time request and the MME has already received non-IP data from the UE until the time of sending Insert Subscriber Data Answer. The MME deletes the NIDD configuration identified by the SCEF Reference ID for Deletion, if provided.

NOTE 4:
The MME will transfer the parameters stored for every NIDD event as part of its context information during an MME change. If the UE detaches from the network, the HSS will receive the remaining number of reports in the Maximum Number of NIDD parameter.

10.
If the NIDD configuration is successful, the MME sends an Insert Subscriber Data Answer (Cause) message to the HSS. If the MME is configured to use an IWK-SCEF for the PLMN, the MME includes the IWK-SCEF ID in the Insert Subscriber Data Answer message.
11.
The HSS sends an NIDD Configuration Response (SCEF Reference ID, Serving MME Address, IWK-SCEF ID, Cause) message to the SCEF to acknowledge acceptance of the NIDD Configuration Request and the deletion of the identified NIDD configuration, if it was requested. The HSS deletes the NIDD configuration identified by the SCEF Reference ID, if it was requested. The HSS includes the Serving MME Address information for the SCEF to send non-IP data to the MME for MT NIDD to the UE. If the HSS received the IWK-SCEF ID in step 10, it includes the IWK-SCEF ID instead of the Serving MME Address in the NIDD Configuration Response message.

12.
The SCEF sends an NIDD Configuration Response (SCS/AS Reference ID, Cause) message to the SCS/AS to acknowledge acceptance of the NIDD Configuration Request and the deletion of the identified NIDD configuration, if it was requested. 
5.x.2
MO Non-IP Data Delivery procedure
The SCS/AS can receive non-IP data from the UE via the SCEF. For the reception of non-IP data via the SCEF, the SCS/AS must have requested NIDD configuration. The reference IDs of SCS/AS and SCEF used in this procedure were obtained via the Configuration for Non-IP Data Delivery procedure.
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Figure 5.x.3-1: MO Non-IP Data Delivery procedure

1.
MO non-IP data is received from the UE by the MME (see clause x.y of TS 23.401 [7]) at which the NIDD configuration is achieved.

2a.
If the MME is not configured to use an IWK-SCEF, the MME sends an MO NIDD Indication (SCEF Reference ID, Non-IP Data) message to the SCEF.
2b.
If the MME is configured to use an IWK-SCEF, the MME sends the MO NIDD Indication message to the IWK-SCEF and the IWK-SCEF sends an MO NIDD Indication (SCEF Reference ID, Non-IP Data) message to the SCEF.
3.
Using the SCEF Reference ID, the SCEF retrieves the associated SCS/AS Reference ID along with the NIDD Destination Address or, if not available, the address of the SCS/AS as destination for the MO NIDD Indication message. The SCEF sends an MO NIDD Indication (SCS/AS Reference ID, External ID or MSISDN, Non-IP Data) message to the identified destination.

5.x.3
MT Non-IP Data Delivery procedure
The SCS/AS can send non-IP data to the UE via the SCEF. For the transmission of non-IP data via the SCEF, the SCS/AS must have requested NIDD configuration. The reference IDs of SCS/AS and SCEF used in this procedure were obtained via the Configuration for Non-IP Data Delivery procedure.
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Figure 5.x.3-1: MT Non-IP Data procedure

1.
SCS/AS needs to send MT non-IP data for the UE.

2.
The source node sends an MT NIDD Request (SCS/AS Reference ID, Non-IP Data) message to the SCEF. 

3.
Using the SCS/AS Reference ID, the SCEF retrieves the associated SCEF Reference ID along with the Serving MME Address or the IWK-SCEF ID. 

If the Serving MME Address is available, the SCEF sends an MT NIDD Request (SCEF Reference ID, Non-IP Data) message to the serving MME. If the MME cannot deliver the MT non-IP data, the MT NIDD Request shall be rejected towards the SCEF with a proper cause value. The SCEF sends a Subscriber Information Request (External Identifier or MSISDN) message to the HSS to retrieve the related HSS stored Serving MME Address and the HSS sends the Subscriber Information Response (External Identifier or MSISDN, Serving MME Address, cause) message.

If the IWK-SCEF ID is available, the SCEF sends an MT NIDD Request (SCEF Reference ID, Non-IP Data) message to the IWK-SCEF. The IWK-SCEF sends an MT NIDD Request (SCEF Reference ID, Non-IP Data) message to the serving MME which will take actions to deliver the non-IP data to the UE.
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